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BRIEFING ON THE TERMS AND CONDITIONS OF THE PROCESSING OF THE
PERSONAL DATA OF PIRAEUS BANK'S HUMAN RESOURCES

We communicate with you in order to inform you of the way in which the anonymous
banking company under the name "PIRAEUS BANK Société Anonyme", headquartered
in Athens, 4 Amerikis Street, with General Commercial Registry (G.E.MI.) No.
157660660000 and Tax Identification Number (TIN) 996763330, KE.FO.D.E. of Attica
(hereinafter: the "Bank"), processes your personal data, and to assure you that our
primary concern is to safeguard your personal data, both in accordance with the Bank's
key principles for the protection of your fundamental rights, and in compliance with the
provisions of Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 (hereinafter: the "General Data Protection Regulation"” or "GDPR"), the
implementing Law 4624/2019 and, in general, the legislative and regulatory framework in
force from time to time.

This letter concerns all employees of the Bank's human resources, regardless of the form
of employment and the specific legal basis of the contract you have concluded, for example
a fixed-term or indefinite-term employment contract, a pay-order contract, a contract for
the provision of independent services (of natural person), etc. (hereinafter referred to as
"Contract"), and is intended to inform you in a simple, clear and comprehensive manner
about the terms and conditions of the processing of the personal data, concerning you as
employees of the Bank (hereinafter: "Employee" or "Employees").

This letter also concerns you whether (a) you have submitted an application/ expressed
an interest in employment with the Bank and have accordingly submitted/ uploaded the
required supporting documents (e.g. curriculum vitae) on the Bank's platform for
managing recruitment needs, or sent them by email or post, or (b) following the above,
you have participated in an assessment process (e.g. interview), the process of your
recruitment for a specific position has been initiated, and you have accordingly submitted/
uploaded the required documents to complete your recruitment process on the relevant
digital platform (hereinafter: "Platform") of the Bank. Following the above, the Processing
of your personal data — whether you fall under category (a) or category (b) above — is
governed by the terms set out in this letter, to the extent and degree applicable to you.

So please proceed in reading it carefully.

The Bank, as Data Controller, processes your personal data precisely because you are
employed by the Bank and assures you that the processing is always for legitimate and
fair purposes, with a view to safeguarding and defending your legitimate interests and
fundamental rights, respecting the principles of fair and transparent processing and the
current legislative, regulatory and supervisory framework.

Piraeus Bank S.A. G.E.MI. No: 157660660000 T:+30 210 33 35 000
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(1) Processing:
First of all, it is important to clarify what is defined as processing carried out by the Bank

(hereinafter referred to as "Processing"). It is any operation or set of operations which
is performed with or without the use of automated means on your personal data (and, as
appropriate, as will be explained below, your relatives) that are necessary for the execution
and for the servicing of purposes derived from the Contract, in order to protect your rights
under the context of the Contract and, in general, the labor and insurance legislation, as
well as of the legitimate interests of the Bank in accordance with the current legislative
and regulatory framework. The Processing is conducted from the preparatory stage (e.g.
when you send your CV to express your interest and apply for job vacancy), at the
initiation, as well as throughout the whole duration of the Contract, but also after any
termination of the Contract in any way, denunciation and its discontinuance in general.

Processing of personal data refers to any action that takes place and concerns your
personal data, from the initial collection to the final deletion and / or destruction, and
includes, indicatively, registration, organization, storage, alteration, retrieval, search of
information, use, transmission, dissemination or distribution, association, restriction, etc.

For the purposes of the Processing of the personal data of its Employees, the Bank is
represented by the Data Protection Officer (DPO) — Personal Data Protection Office of the
Bank, at the email address PiraeusBankDPOOffice@piraeusbank.gr.

(2) Processing purposes:

The purposes of the Processing of your personal data, as Employees of the Bank, are
always based on valid legal basis that justify the legitimacy and necessity of such
Processing and concern both yours and the Bank's rights protection.

Thus, the Bank processes your data:

e To perform and fulfill the purposes of the Contract, to serve, support and monitor the
contractual relationship that links you with the Bank and to provide all means and
infrastructure for the smooth operation, development and upgrade of this contractual
relationship. In this context, decisions concerning you as an individual can be taken,
based on automated processing, including profiling (e.g. decisions to participate in
development programs, meet internal staffing needs, etc.).

e To examine your application / expression of interest in employment with the Bank,
to review the relevant supporting documents (e.g. curriculum vitae) that you have
submitted/uploaded/sent, to conduct your assessment (e.g. interview), and — once
the process of your recruitment for a specific position has been initiated — to review
the required documents that you have submitted/uploaded on the Platform in order
to complete your recruitment process at the Bank, and in general to carry out all
actions required for the achievement of the above.

e To exercise, on an individual or collective basis, of your rights, to grant high level
benefits related to your employment, to satisfy all your requests, and to create the
appropriate working conditions for you, as Employees of the Bank.

e To safeguard, defend and protect your interests.
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Simply put, the Bank processes your personal data to pay your earnings and other benefits,
for your insurance to a public body, for your joining to a private group insurance contract,
for your enrolment in the Institution for Occupational Retirement Provision, for your
integration into training programs, etc.

It also processes your data:

e To fulfill its obligations under the Contract and the applicable legal and regulatory
framework, both at the initiation and throughout the duration of the above-mentioned
contractual relationship that links you with the Bank, but also after any termination
of Contract in any way, denunciation and its discontinuance in general (e.g. for
withholding and paying taxes and insurance contributions, payment of damages,
etc.).

e To defend the legitimate interests of the Bank and to comply with the legislative,
regulatory and supervisory framework in the course of its activities (e.g. Processing
in the context of completing a questionnaire for conflict-of-interest purposes, in
accordance with the conflict-of-interest policy in general, Processing in the context of
the co-employment of relatives regulation and the external employment regulation,
etc.), for the purposes of fulfilling supervisory reporting and disclosure obligations,
and to achieve the objectives of proper management, planning and organization of
the employment framework, ensuring equality and diversity in the workplace, health
and safety, protecting you as well as the Bank's clients and its property (e.g. for the
security of persons and buildings).

e For servicing operational and employment needs and / or facilitating you in the
performance of your duties and the handling of work-related matters in the context
of the performance and fulfilment of the purposes of the Contract (e.g. displaying
your name and specific professional details in the telephone directory posted on the
internal network (Portal Yello!) and is accessible to the Bank's employees, i.e.
Employees, employees of Piraeus Group companies, and authorised partners and
consultants, for the purpose of serving the communication and collaboration needs
of the above in the context of the performance and fulfilment of their professional
duties, etc.) and / or implementing policies and procedures related to Employees
(e.g. implementation of staffing policy, promotions, reward programs, transfers,
organizational needs or changes, performance management, etc.).

(3) Personal Data / Categories of Personal Data:

Your personal data collected and processed by the Bank are strictly indispensable,
appropriate, relevant, pertinent, limited to what is necessary and are intended to serve
and fulfill these purposes of Processing, the Bank's compliance with its obligations, in
accordance with the applicable legal, regulatory and supervisory framework, as
appropriate, safeguarding and serving the public interest, as well as pursuing yours and
the Bank's legitimate interests, arising from the Contract and the applicable law.

Personal data are collected by filling the necessary forms during the preparation as well as
during the signing of the Contract and generally all the required documents related to your
contractual relationship with the Bank and in the context of any other relevant action (e.g.
when participating in voluntary and other corporate activities).
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Indicatively, we set out the main categories of Personal Data related to you that are
processed by the Bank:

(A) Identification data, which are the minimum necessary for the execution and service of
the Contract, for the Bank's compliance with its legal obligations and for the protection of
its legitimate interests.

(i) Your full name and contact details.

This category includes, indicatively, the following: Full name, father's name, mother's
name, home address, e-mail address, telephone (landline, mobile), spouse / civil partner
(registered cohabitation partner) and dependent children's full name, etc.

(ii) Other identification data.

This category includes, indicatively, the following: Identity card number or other relevant
identification document (e.g. passport), Tax Identification Number (TIN), Social Security
Number (SSN/AMKA) of yours and yours' protected family members, personal number,
individual insurance account (EFKA account with personal registry details), tax registry
confirmation (current record of basic personal details issued by the Independent Authority
for Public Revenue (AADE)), birth certificate of yours and your protected members, family
status certificate, etc.

(B) Other personal data necessary to perform and serve the terms and purposes of the
Contract, to fulfill the Bank's obligations, to protect the legitimate interests of yours and
the Bank, for the management, planning, organization of the employment framework,
safeguarding your health and safety.

This category includes, but is not limited to:

(i) Personal data relating to your education and training, such as Curriculum Vitae, high
school diploma, university degree, postgraduate degree, doctorate, foreign language
diploma, certificate of attendance at seminars, conferences, educational programs, etc.

(ii) Personal data related to certifications and other professional licenses, such as a license
to practice a profession, a document certifying the acquisition of specialized knowledge in
a subject related to the Bank's activities and / or a specific role (e.g. insurance mediation,
investment services, etc.).

(iii) Performance evaluation data in the context of the execution of the Contract, as well
as assessment data for the purposes of your recruitment at the Bank, following your
submission of a relevant application / expression of interest.

(iv) Information regarding your employment history: data, documents and generally past
service historical data, past employers, years of previous employment, previous field of
employment, etc.

(v) -Remuneration Data such as pays lift, statement of paid benefits, etc.

(vi) Information related to actions that violate principles, policies of the Bank, and the
Code of Conduct & Ethics and generally the regulations governing the operation of the
Bank and any disciplinary action imposed on you by the competent bodies of the Bank, in
accordance with the procedures and policies of the Bank, etc. and are required to safeguard
the employment framework.
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(vii) Your photo, in physical and / or electronic, digitized and non-editable form, provided
it meets specifications set by the Bank and are described in detail in its procedures.

In particular, your photo is necessary, indicatively, in the following cases:
e For completing your physical file, to strengthen identification means.

e It is uploaded to the Bank's Human Resources Management System (HRMS). This
facilitates your identification, your recognition by your supervisors who, in the
exercise of their duties and responsibilities, have access to your HRMS profile and are
responsible for your evaluation.

e For security reasons relating to people and buildings, it is included in your access
card.

(viii) Data relating to your health, such as recruitment check-ups, medical certificates that
concern you, etc. which, in any case, must be presented in a sealed envelope and
submitted to the competent occupational doctors of the Bank, to physicians of the
competent insurance bodies, etc. This Processing is performed for the purposes of health
and safety, prevention, control of communicable diseases and other serious health threats,
and in any case for the protection of your interests and the Bank's compliance with its
obligations by the Contract and applicable law.

(ix) Criminal Records Certificates, due to the specific nature of the Bank's activities.

(x) Data relating to your trade union activity and other relevant information to safeguard
the exercise of your trade union rights, in accordance with applicable law.

(xi) Personal data of yours, your spouses, your partners who — under national legislation
— are treated as equivalent to spouses, and your children (a) in the context of the
fulfilment of the Bank's legal obligations concerning you and the above data subjects, as
well as the pursuit of legitimate interests aimed at serving you and at your benefit (e.g.
parental leave, benefits, financial assistance, allowances, subsidies, children's
rewards/awards, enrolment in group insurance programmes for children's assistance,
medical and hospital care, participation in preferential healthcare services programmes
and in the Piraeus Institution for Occupational Retirement Provision (TEA), telephone
support for the coordination and management of healthcare benefits, etc.), (b) in the
context of the fulfilment of the Bank's obligations under the legislative, regulatory and
supervisory framework, as well as the pursuit of legitimate interests (e.g. in the context of
conflict of interest avoidance), where the Processing of personal data of other relatives
(e.g. parents, relatives living with you) may additionally be required, (c) in the context of
participation in children's summer camps, voluntary activities of the Bank or various
events, and in general activities organised by or involving the Bank, for the purpose of
participating in such activities.

(xii) Your personal data that you yourself, on your own initiative, provide to the Bank —
for instance in the context of your participation in activities, events and / or your use of
systems and applications (e.g. when you express your views in posts or publications on
Yello! of the YelloPortal, by indicating your acceptance and positive reaction, in the form
of a "like", when you post a comment, or when you use the Yello!Chatbot, etc.).
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(4) Recipients of Personal Data:

The access to your personal data within the Bank is restricted to authorized employees of
the Bank, acting within the scope of their responsibilities and in the exercise of the duties,
assigned to them and in the context of cooperation, coverage of operational needs,
organizational changes etc.

The Bank does not transmit, share or disclose such personal data except for:
e Companies belonging to the Bank Group, in the exercise of their responsibilities.

e Insurance companies, in the context of the exercise of, or the provision of support
for, the insurance mediation activity.

e The Piraeus Group Institution for Occupational Retirement Provision (TEA).

e Companies that create and manage health programmes and services, and that
provide related telephone support for the coordination and management of healthcare
benefits to eligible Employees of the Bank and / or to dependent family members
(spouses, partners who under national legislation are treated as equivalent to
spouses, and children), in the context of the exercise of their activities and the
obligations they undertake, as defined and agreed contractually between the Bank
and the respective provider.

e Providers that directly offer healthcare services (e.g. hospitals, diagnostic centres),
in the context of the exercise of their responsibilities and the obligations they
undertake, as defined and agreed contractually between the Bank and the provider,
for the conduct of pre-employment check-ups.

e Competent administrative, judicial authorities and public bodies, in the context of the
exercise of their legal duties and responsibilities.

e The Bank of Greece, the other national central banks of the Eurosystem, the European
Central Bank and any competent supervisory authority in the context of the exercise
of their duties and responsibilities.

e External partners (e.g. service providers, system and application providers, providers
of business communication platforms such as Microsoft Teams, Outlook, etc., which
facilitate and serve the performance of your work and, in general, of the Contract and
/ or the completion of your recruitment process, such as through the Platform, etc.)
and / or consultants under a specific engagement (when entrusted with carrying out
Processing on behalf of the Bank, or when they access the necessary personal data
for the fulfiiment and servicing of lawful Processing purposes), based on a written
agreement that always ensures the safeguarding and protection of your personal
data.

The Bank ensures that anyone Processing personal data on its behalf, according to the
aforementioned, complies with all the conditions and provides sufficient guarantees to
implement appropriate technical and organizational measures in such a manner that
Processing will meet the requirements of GDPR and in general of the applicable legal and
regulatory framework and ensure the protection of your rights with respect to the
Processing of your personal data.

Finally, transmission or disclosure may also take place in any other case that may be
required in the execution and servicing of the purposes of the Contract and in fulfilling the

6



1//4

obligations arising from the Contract and the current legislative, regulatory and supervisory
framework.

The Bank does not transfer your personal data to third countries, unless this is strictly
necessary in specific circumstances, always in compliance with the principles and
requirements prescribed by the GDPR, and provided that the level of protection of natural
persons guaranteed by the GDPR is not undermined — i.e. provided that an adequate level
of protection is ensured.

(5) Retaining Personal Data:

Personal data are stored in a physical, electronic or other appropriate form and are
maintained by the Bank throughout the duration of the Contract, but also for as long as it
is appropriate for the achievement of the purpose of Processing, in accordance with the
requirements of the current legislative, regulatory and supervisory framework. In any case,
personal data shall be retained for a maximum period of twenty (20) years from the last
calendar day of the year, in which the termination, denunciation or discontinuance of the
Contract in any way occurred, unless a shorter time retention period is determined (e.g.
data collected in the context of participation in camp activities, voluntary activities, various
events, etc.).

If, for the purpose of serving your future needs (e.g. a 20-year post-employment certificate
issuance etc.), you wish the Bank to retain your personal data for a longer period, you may
submit a relevant request, specifying the required period.

Where you have submitted an application / expressed an interest in employment with the
Bank, all relevant supporting documents that you have submitted/uploaded/sent and, in
general, all personal data that you have disclosed to the Bank in that context, will: (i) in
the event of your recruitment and consequent assumption of the status of Employee, be
retained accordingly by the Bank; and (ii) in the event that you are not recruited, be
deleted — except for your curriculum vitae, which will be retained by the Bank for a period
of two (2) years from the date of its submission/upload/sending, for the purposes of filling
future operational needs and future vacancies (e.g. to enable the Bank to notify you, should
your suitability for filling a position arising in the future be assessed and determined, etc.).

In the event of litigation, personal data will be retained until the end of the lis pendens and
the issuance of an irrevocable court order or the expiry of the required time-limits, even if
the above-mentioned twenty (20) years maximum period is exceeded.

(6) Rights of the Subjects of Personal Data:

Your rights with respect to your personal data, in accordance with the specific provisions
of the GDPR and the legislation in force, are as follows:

(a) The right of access, under which you have the right to obtain from the Bank
information about which personal data are processed, receive copies thereof, etc.

(b) The right to rectification, in order to rectify any incomplete or inaccurate data (e.g.
change your address or telephone number).
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(c) The right to erasure (“'right to be forgotten”), whereby you may ask for your
personal data to be erased when there is no longer any valid ground for their Processing.

(d) The right to restriction of Processing, by which you may request that the
Processing of your personal data is limited, i.e. used only in specific cases, and especially
if they are not accurate, if they have been unlawfully processed, but you do not want them
to be erased, if they are no longer needed for the specified Processing purposes, but you
want to be retained for potential future claims, if you have asked the Bank to cease
Processing and expect notification whether there are still legitimate grounds for their
Processing.

(e) The right to data portability, by which you may request your data to be provided to
you in a structured, commonly used and machine-readable format, or ask them to be
transmitted to an organisation of your indication.

(f) The right to object and oppose Processing, when the Processing is based on
legitimate interest but — for reasons relating to your particular situation — you wish to
oppose Processing. If you exercise this right, the Bank will no longer process your personal
data, unless it can demonstrate compelling and legitimate grounds for the Processing.

You may, in addition, oppose a Bank decision, taken solely on the basis of automated
Processing, including profiling, if it produces legal effects concerning you or significantly
affect you in a similar way, unless special reasons exist under GRPD and in general
applicable law.

(g) If the Processing is based on your consent, you may revoke it at any time, but it is
clarified that the lawfulness of the Processing, made prior to the withdrawal of your
consent, is not prejudiced.

(h) The right to file a complaint, by which, if you have exercised some or all of your
above mentioned rights, but you are still concerned about the way the Bank processes
your data or you consider that you have not been satisfied with the Bank's replies, you
may submit a complaint to the competent authority.

To exercise your rights, you can contact the Group Human Resources
(GroupHR@piraeusbank.gr), but also in writing to the Data Protection Office (Data
Protection Officer - DPO), at PiraeusBankDPOOffice@piraeusbank.gr.

(7) Personal data security and protection measures

The Bank has incorporated into its systems, applications, policies and internal procedures
all technical and organizational measures designed to ensure the legitimacy, objectivity of
the Processing of your personal data, fairness and transparency, the limitation of the
purpose of such Processing, the minimization of such personal data, the accuracy, the
limitation of the storage period of those personal data, integrity and confidentiality, and is
in full compliance with all the principles that should govern the Processing of personal data
of the Bank's Employees, in accordance with the provisions of the GDPR and in general of
the current legislative, regulatory and supervisory framework. At the same time, the Bank
applies the appropriate technical and organizational security measures to its systems,
applications, policies and procedures to protect the confidentiality, integrity and availability
of your personal data.
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With respect for your fundamental rights, the Bank takes all measures to protect your
personal data from accidental or unlawful destruction, accidental loss, alteration,
unauthorized disclosure or access and, in general, any other form of illicit Processing.

(8) Changes to this Form/ Statement/ Notice/ Letter

This form/ statement/ notice/ letter will also be posted on the Bank's internal information
and communication networks (HR Portal, Yello!, HRMS Self-Service) and on the Group’s
corporate site (www.piraeusgroup.gr).

As this form/ statement/ notice/ letter or the way of Processing of your personal data may
be amended in the future, please note that — in order to keep you informed of all changes
— the revised and current version of the form/ statement/ notice/ letter will always be
posted on the above-mentioned internal information and communication networks of the
Bank, and the date of each revision will be stated.



